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Abstract—With the flourishing of location based social networks, posting check-ins has become a common practice to document

one’s daily life. Users usually do not consider check-in records as violations of their privacy. However, through analyzing two

real-world check-in datasets, our study shows that check-in records are vulnerable to linkage attacks. Specifically, adversary is able

to uniquely re-identify over 52�66 percent users in other anonymous mobility datasets and 60�80 percent users have more than

60 percent probability leaking unreported mobility records. In addition, we further demonstrate that the privacy sensitivity of check-in

records can be more accurately measured by including the information of additional mobility data compared with only looking at

check-ins. Based on this observation, we design a partition-and-group framework to integrate the information of check-ins and

additional mobility data to attain a novel privacy criterion—kt;l-anonymity. It ensures adversaries with arbitrary background

knowledge cannot use check-ins to re-identify users in other anonymous datasets or learning unreported mobility records.

The proposed framework achieves favorable performance against state-of-art baseline in terms of improving check-in utility by

24�57 percent while providing stronger privacy guarantee at the same time. We believe this study will open a new angle in

attaining both privacy-preserving and useful check-in services.

Index Terms—Check-ins, privacy-preserving data publishing, linkage attacks, mobility data privacy

Ç

1 INTRODUCTION

CHECK-IN service has now become a popular feature
that is widely adopted by the mainstream social

media platforms, such as Facebook, Twitter and Wechat.
It facilitates users to document their daily activities with
mobility trace and share them with public audience.
Users usually do not associate the self-reported check-
ins with privacy risks, since they only check-in to places
they feel comfortable [1]. However, the uniqueness of
human mobility often exposes their check-in records
to linkage attacks, i.e., revealing their identities and
unreported mobility records in other anonymous mobil-
ity datasets, such as call detail records [2], transportation
records [3], and credit card records [4]. Moreover, recent
researches showed that most users are unaware or
not able to fully anticipate the privacy risks embedded
in posting check-ins [5]. Therefore, it is a paramount
task for the check-in service providers to quantify the
potential privacy exposures and put forward feasible
solutions.

Previous efforts attempt to address the problem of link-
age attacks on mobility data by ensuring user’s anonymity
in anonymous mobility datasets [4], [6]. That is, making
sure adversary cannot achieve unique linkages based on
user’s check-ins through generalizing the records in

anonymous mobility datasets. However, such approach
often requires unacceptable data utility degeneration [7],
and cannot prevent adversary from learning additional
unreported mobility records [8]. It is also unrealistic for
users and check-in service providers to assume all anony-
mous mobility datasets have been properly sanitized, since
studies repeatedly demonstrated that insecure datasets had
been irreversibly spread across the Internet [9], [10]. There-
fore, these findings suggest it is impractical to prevent link-
age attacks by sanitizing anonymous mobility datasets.
In this paper, we investigate and address this problem
through a novel angel—looking at the public mobility
records, i.e., check-ins.

To better understand the underlying mechanism of link-
age attack, we conduct extensive experiments on two large
scale real-world check-in traces in parallel with user’s addi-
tional mobility data from two mainstream social media plat-
forms—WeChat and Weibo. It allows us to make the
following important observations. First, check-in records
have severe privacy exposures to linkage attack. Specifi-
cally, 52 percent users in WeChat and 66 percent users
in Weibo can be uniquely re-identified with their check-ins,
while 60 percent users in WeChat and 80 percent users
in Weibo suffer from leaking unreported mobility records
with over 60 percent probability. Second, such grave pri-
vacy risks result from the high uniqueness in both check-ins
and mobility data. Interestingly, we find out that the root
causes for the highly unique check-ins and mobility data
are exactly the opposite—too little check-ins in total and too
many mobility records per users. Third, we find out that
the privacy sensitivity of check-ins measured by only look-
ing at check-in uniqueness is an upper bound of actual
privacy risks. One can significantly improve the estimation
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of privacy sensitivity by introducing moderate amount of
additional mobility data. These findings inspired us to
design a better-informed privacy mechanism for check-in
services by integrating the information of check-ins and
additional mobility data.

In this paper, we put forward several contributions to
attain both privacy-preserving and useful check-in serv-
ices. First, we extend the frameworks of k-anonymity [11]
and l-diversity [8] in check-in privacy preserving, and
devise a novel privacy criterion kt;l-anonymity. It ensures
the posted check-ins cannot be exploited to distinguish
user from at least other k� 1 users in any anonymous
mobility datasets, and for any time window of duration t

user’s actual locations are indistinguishable from at least
other l� 1 locations. Second, we further propose a parti-
tion-and-group framework to optimize the check-in utility
under kt;l-anonymity privacy guarantee by carefully parti-
tioning user population into small anonymity groups.
Third, we conduct a thorough trace-driven evaluation on
the proposed framework based on the real-world datasets.
The evaluation results demonstrate that our framework
significantly outperforms state-of-art baseline methods in
terms of achieving 24�57 percent check-in utility improve-
ment while providing stronger privacy guarantee in the
same time. In addition, 32�62 percent check-in utility
boost of our framework is achieved by introducing addi-
tional mobility data, which showcases the benefits of inte-
grating additional mobility data in privacy-preserving
check-in service. Finally, our study reveals two intriguing
trade-offs between the utility and privacy in check-in
services: ðiÞ in order to achieve modest privacy gains,
users need to sacrifice significant check-in utility, i.e.,
reducing spatio-temporal resolution of check-ins. ðiiÞ users
may increase the utility of their check-ins with same pri-
vacy level by letting check-in service providers to collect
moderate amount of additional mobility data. Such find-
ings may have direct implications on how to defend
linkage attacks with the joint effort of check-in service pro-
viders and individual users.

2 RELATED WORKS

We summarize and discuss the most relevant literature
from the following three aspects.

Linkage Attack. The linkage attacks were widely studied in
multiple scenarios and had received increasing attention in
recent years [8], [11], [12], [13]. The most prominent two
branches are re-identification attack and probabilistic attack [14].
Specifically, the re-identification attack aims at recovering
individuals’ identities in anonymous datasets by achieving
unique linkageswith public datasets. For example, 87 percent
of American population can be uniquely re-identified with
the public accessible information of ZIP code, gender and
date of birth [11]. Similar findings have been established in
wide range of scenarios, includingweb browsing records [15],
call detail records [7], app usage records [13], [16], social
media profile [17] and so on. One popular privacy model
against such attack is k-anonymity, which requires to make
the records of each individual indistinguishable from at least
k� 1 others [11]. On the other hand, probabilistic attack is a
more general form linkage attacks, which aims at improving

some belief on individuals through correlating the datasets.
Researchers demonstrated that by combining online social
network data and sparse offline location data individual’s
locations can be predicted with high precision [18]. In
addition, user’s identities across different online social media
sites can be associated with high accuracy based on the user
generate content [17], [19], e.g., public profile and images.
Moreover, the salary class of individuals can be accurately
inferred by correlating census data with public available
information [8]. To defend such attacks, l-diversity and
t-closeness have been proposed to ensure the diversity on
the sensitive information within each anonymity group [8],
[12], [20], [21], [22].

We position our study in a novel scenario of defending
against the linkage attacks on social media check-ins. We
aim to provide strong privacy guarantee for check-in service
against both re-identification attack and probabilistic attack,
and design privacy solution compatible with unstructured
spatio-temporal data.

Mobility Data Privacy. The literature in this area can be fur-
ther broke down into two categories: aggregate mobility data
privacy and individual mobility data privacy. As for the for-
mer, recent study found evidence that aggregate mobility data
suffers from the risks of leaking individual trajectories [13],
[23]. In addition, differential privacy has been applied on aggre-
gate mobility data to provide provable privacy guarantees for
individuals [24], [25]. As for individual mobility privacy, geo-
indistinguishability model is devised to achieve practical pri-
vacy guarantee in individual mobility collecting [26], [27]. In
addition, vast amount of literature were dedicated to ensure
location anonymity in the context of geo-referenced queries in
location based service [28], [29], [30]. However, these privacy
models aim to prevent attackers to infer certain mobility
records of individuals, but provide no privacy guarantee
against the linkage attack on trajectories [31]. On the contrary,
cloaking, generalization and suppression techniques are leveraged
to achieve k-anonymity in releasing anonymous individual
trajectories [6], [32], [33], [34], [35]. However, recent studies
showed that such approacheswill likely to result in significant
data utility degeneration [7], [36].

We tackle the specific problem of designing privacy-
preserving check-in service, which is closely related to prior
effort in individual trajectories releasing. However, it differs
from previous works that users have strong requirement for
check-in utility and social desirability, which makes the
differential privacy framework not applicable and poses a
pressing need for novel privacy criterion.

Privacy in Check-in Services. The privacy risk in posting
check-ins is more subtle than most data publishing scenar-
ios, since users often cannot fully anticipate the privacy
threat and only realize the exposure in regret [1], [5].
Researchers have shown that anonymization does not help
in check-in scenario since both social relationship informa-
tion and location information can be leveraged to reveal
user’s identity [37], [38]. Moreover, previous researches
have demonstrated that linkage attack is empirically feasi-
ble on check-in records [39], [40]. Previous solutions mainly
focus on application specific privacy preserving mecha-
nisms, such as privacy-preserving personalized location
based services [41], preventing social-based location infer-
ence attacks [42], and so on. One closely related work
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demonstrated that check-ins can be leveraged to re-identify
anonymous call detail records through linkage attack [2].
The authors suggested this problem could be addressed by
generalizing the anonymous call detail records, which was
in line with rich literature dedicated to achieve k-anonymity
on anonymous mobility data [6], [33], [34].

Different from the prior works that targeted at applica-
tion specific privacy mechanisms, we investigate a more
general form privacy problem in check-in services, i.e., the
linkage attack with arbitrary anonymous mobility data.
Moreover, instead of analyzing the feasibility of linkage
attack models, we aim to propose an effective privacy
model. In addition, our research differs from the second
branch of related works by addressing the privacy problem
through a new angle—looking at the check-in data.

3 PROBLEM FORMULATION

3.1 Objectives

The ultimate objective of our study is to prevent the linkage
attacks on social media check-ins, and design privacy-pre-
serving and useful check-in services. We further break it
down into three parts:

� Preventing linkage attacks: The posted check-ins should
be privacy-preserving against linkage attacks. That
is, adversary with arbitrary background knowledge
is limited by user specific bound to enlarge their
knowledge about individuals through accessing their
check-ins.

� Truthfulness at record level: In the context of check-in
services, social desirability plays an important role.
Thus, we aim to realize truthfulness at record level [14],
which indicates we cannot distort check-in records
into mobility records that never happen or inject
fake check-ins to protect user privacy.

� Reasonable trade-off between privacy and utility: In order
to achieve practical solutions, we require the privacy
mechanism to strike a reasonable trade-off between
privacy and utility. It implies that the utility of
check-in records should remain at desirable level
when strong privacy guarantee is provided.

3.2 Attacker Model

To achieve robust privacy mechanism, we first assume that
the adversary may have arbitrary background knowledge
on each individual user’s mobility data, including those the
check-in service providers are not aware of. Then, the link-
age attacks on check-in services are further classified into
two categories:

Re-Identification Attack. The adversary attempts to recover
user’s identity in other anonymous mobility datasets by
achieving a unique linkage between user’s anonymous
mobility data and public check-ins. The attack procedure is
illustrated in Fig. 1a. It is worth pointing out that recent
research successfully showcased such attack in real-world
scenario, where hundreds of individuals in an anonymous
call detail records are uniquely re-identified with 90 percent
confidence by leveraging public accessible check-ins [2].

Probabilistic Attack. This attack aims to enlarge adversary’s
knowledge on individuals, i.e., learning additional mobility

records they do not report. The adversary may successfully
perform probabilistic attacks even if he does not achieve
unique linkages, i.e., re-identifying users. For example, if
two users have exactly the same trajectories in an anony-
mous mobility dataset, then it is impossible to distinguish
them from each other based on their check-ins. However,
adversary can still know for sure that the users have visited
the locations shared by their trajectories. The attack proce-
dure is illustrated in Fig. 1b. Such attack is more subtle, but
no less dangerous.

3.3 Privacy Model

We first introduce the privacy framework of k-anonymity
and l-diversity, which is the basis of our model. Then, we
elaborate on our novel privacy criterion—kt;l-anonymity.

k-anonymity. The k-anonymity framework is originally
devised to defend the re-identification attacks in relational
database [11]. It requires data sanitizing techniques that ren-
der each individual’s attributes indistinguishable from at
least other k� 1 individuals’, which forms an anonymity
group that prevents any individuals within to be uniquely
re-identified. However, k-anonymity is known to be power-
less against probabilistic attacks, since each individual is hid-
den in a crowd that lacks of diversity [8].

l-diversity. To make up for the short-coming of k-anonym-
ity, l-diversity is put forward to ensure users’ diversity on
sensitive attributes within each anonymity group [8]. Specif-
ically, it first classifies the attributes into sensitive and non-
sensitive types. Then, it requires each individual cannot be
uniquely re-identified with the non-sensitive attributes,
while the sensitive attributes should be of at least l different
categories within each anonymity group. The idea of dis-
criminating between sensitive information and non-sensi-
tive information is a natural fit to our application, since the
self-report check-ins are usually considered non-sensitive
and unreported locations otherwise. However, l-diversity is
also meant for relational database and not able to be applied
on unstructured and continuous spatio-temporal data.

kt;l-anonymity. Inspired by the insights and limitations of
previous models, we design a novel privacy criterion
kt;l-anonymity to address the privacy issues in check-in serv-
ices. Specifically, kt;l-anonymity requires:ðiÞ any users on
social media cannot be distinguished from at least other
k� 1 users in any other anonoymous mobility datasets
based on their public check-ins; ðiiÞ for any time window of
duration t users’ unreported locations cannot be discrimi-
nated from at least l� 1 other potential locations. Therefore,
the knowledge adversary can acquire through linkage
attacks, i.e., users identity in other anonymous mobility
datasets and unreported mobility records, is effectively

Fig. 1. Illustration of linkage attacks on check-ins.
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bounded by user specific parameters k; t; l. In other words,
kt;l-anonymity is able to provide strong privacy guarantee
against both re-identification attack and probabilistic attack.

Note that there is another popular privacy framework for
mobility data protection, i.e., differential privacy [10]. The
main reasons we do not follow this framework are two
folds. First, differential privacy is designed to obfuscate cer-
tain mobility records instead of preventing trajectory link-
age attack [26], [31]. That is it prevents the attackers to infer
the actual location of users but does not provide rigours pri-
vacy bound for trajectory linkage, which is not applicable in
our scenario. Second, current differential privacy methods
mainly rely on injecting noises to mobility records [43].
Thus, it might generate false check-in records, which is
against the Truthfulness at record level objective. On the other
hand, the kt;l-anonymity privacy criterion is tailored to pre-
vent re-identification attack and probabilistic attack, and it can
meet all the objectives theoretically.

4 DATASETS

4.1 Data Collection

We utilize two real-world datasets collected from large scale
user population in two mainstream social media platforms:
WeChat and Weibo. The detailed information is discussed
as follows.

WeChat Dataset.1 WeChat platform is currently the most
popular social media platform in China. This dataset con-
sists of 530,050 check-ins collected from 100,000 users,
which are randomly selected from the general user popula-
tion spread across Beijing city. It covers two and a half
month of usage, i.e., from Jan. 1 to Mar. 15, 2018. We also
collect an additional mobility dataset including over 193
millions mobility records from same user population during
same time period.

Weibo Dataset.2 This dataset is collected by a previous
research [40]. It contains 11,866,425 mobility records and
78,412 check-ins on Weibo platform from 17,425 users
located in Shanghai during one week, i.e., from Apr.19 to
Apr.26, 2016. Different from WeChat dataset, the Weibo
dataset is collected by internet service provider by perform-
ing deep packet inspection on cellular traffic.

It is worth pointing out that the additional mobility
records are collected through all the integrated location
based services in these two platforms. Take the all-in-one
WeChat platform as an example, whenever users invoke the
embedded location based services like online map service,
car hailing and takeout ordering they generate a mobility
records in dataset. Therefore, the additional mobility data is
a superset of check-in records, which constitutes a more
fine-grained mobility trace and makes it suitable to model
the arbitrary background knowledge of the attackers.

Note that the collected mobility data is a sample of user’s
complete mobility behavior. Therefore, the privacy expo-
sure measured on these datasets captures a lower bound of
potential exposure. However, our privacy mechanism is still
set to provides privacy guarantee when arbitrary anony-
mous mobility data is presented. On the other hand, we

perform standard prepossessing to format the datasets to
accommodate the different spatio-temporal resolution
results from different data sources. Specifically, we trans-
form the GPS coordinates into grid IDs by dividing the city
into grids of 1 km2, and replace the timestamps with time
slot IDs by dividing the total duration into 1 hour time slots.
To demonstrate the basic statistics of datasets, we show the
probability distribution function (PDF) of number of mobil-
ity records and check-in records of each user in Fig. 2. From
the result, we can observe that the additional mobility
records are denser then the check-in records, since number
of records is 2 3 magnitude higher. In addition, both the
check-in records and mobility records follow a well-defined
power distribution. These observations are consistent with
the previous findings on check-ins from Foursquare and
twitter [44] as well as the mobility patterns extracted from
call detail records [45] and credit card records [4]. It indi-
cates our leveraged datasets are representative of typical
check-in and mobility behavior, and our findings can be
generalized across different platforms.

4.2 Ethic Consideration

We take careful steps to address privacy issues regarding
the sharing and mining of user data. First, the terms of ser-
vice for WeChat and internet service provider include con-
sent for research studies. Tencent, the parent company of
WeChat, and authors of [40] shared user data after prepro-
cessing the data to protect user privacy. All user identifiers
have been replaced with the secure hashcodes to improve
anonymity. Second, our research protocol has been revie-
wed and approved by our local university institutional
board. Third, all data is stored in a secure off-line server.
Only authorized members in the research team can access
the datasets, and all research procedures are bound by strict
non disclosure agreements.

5 UNDERSTANDING THE PRIVACY EXPOSURE IN

CHECK-INS

5.1 Measuring Privacy Exposure

We first measure the privacy exposures to re-identification
attack. Since adversary attempts to uniquely re-identify
users in anonymous mobility dataset through such attack,
we measure the exposures as the number of trajectories
each user’s check-in records match to in the anonymous
mobility datasets. For example, if there is only one matched
trajectory, it indicates a successful re-identification on revea-
ling the identities of targeted users. We plot the PDF of the
number of matched trajectories on both WeChat and Weibo

Fig. 2. The distribution of the number of user’s check-ins and mobility
records.

1. [Online]. Available: https://weixin.qq.com/
2. [Online]. Available: https://weibo.com/
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datasets in Fig. 3. For the Wechat datasets, we can observe
that 52 percent users’ anonymous trajectories can be uniqu-
ely re-identified with their check-ins. In addition, Fig. 3b
shows 66 percent of users in Weibo can be uniquely re-
identified. These results indicate that public check-ins have
severe privacy exposure in leak users’ identity in other
anonymous mobility datasets.

Then, we further quantify the privacy exposure to proba-
bilistic attack in users’ check-in records, i.e., the likelihood
of revealing unreported mobility records. Previous analysis
shows more than 30 percent users’ check-ins will match to
more than one anonymous trajectories. However, in a given
time slot, if all the matched trajectories visit a same location,
then the adversary can make a safe bet that the targeted
user has been there. In other words, the more diverse visited
locations of the matched trajectories in a given time slot, the
lower risk of revealing unreported mobility records of the
targeted users. Assume there are l different locations visited
by matched trajectories, we calculate the probability of
revealing unreported mobility records as 1=l. For each user,
we compute the probability of revealing unreported mobil-
ity records in each time slot and average them across the
time duration to measure the exposure to probabilistic
attack. Fig. 4 shows the PDF of each user’s probability in
revealing unreported mobility records. Take Weibo data
for example, 60 percent users have a 80�100 percent proba-
bility of revealing unreported mobility records, which
means most of their records in anonymous mobility datasets
can be accurately recovered through probabilistic attacks.
In addition, 60 and 80 percent users have a more than
60 percent probability in revealing unreported mobility
records for WeChat and Weibo data, respectively. All these
results demonstrate that public check-in records also face
serious privacy exposure to probabilistic attack.

The underlying reason of such grave privacy risk is
user’s highly unique check-in behavior and mobility data. It
allows adversary to achieve high quality linkage between
check-in records and anonymous mobility datasets. A com-
mon strategy to address this problem is to decrease the
uniqueness by generalization [7], [36], i.e., lowering the

spatial or temporal resolution. However, Fig. 5 shows
simple generalization does not provide effective privacy
enhancement. Here, the uniqueness is measured by the per-
centage of users can be uniquely re-identified with their
check-in records or random ten mobility records. For
WeChat check-in records, we can observe that a 9 km
decrease in spatial resolution only reduces the uniqueness
by 23 percent, which is still over 65 percent. In addition,
a 9h decrease of temporal resolution can only bring a
15 percent decrease of the uniqueness. For Weibo dataset,
the decrease of spatial and temporal resolution also pro-
vides similar small decrease in uniqueness. These results
indicate simple generalization does not work in preserving
check-in privacy, since it requires significant utility loss to
achieve modest privacy improvement.

5.2 Finding a Novel Angle

Previous observations motivate us to explore a novel angle
to attain both privacy-preserving and useful check-in serv-
ices. We start by investigating the root causes of such high
uniqueness in both check-ins and mobility data.

Although check-ins and mobility data have similar
uniqueness level, they are significantly different in the num-
ber of records per user. Therefore, we first look at the impact
of record number on data uniqueness. Specifically, we ran-
domly sample 1�5 records from each user’s check-ins and
mobility data respectively, and present the uniqueness
among the sampled data in Fig. 6. From the results, we can
observe that the uniqueness of check-ins remains relatively
high when the number of records per user decreases from 5
to 1 in both WeChat and Weibo datasets. On the contrary,
the uniqueness of mobility data reduces significantly as the
number of records decreases. As the number of records
decreases from 5 to 1, the level of uniqueness decreases
from 86 to 5 percent in WeChat mobility dataset and from
99 to 2 percent in Weibo mobility dataset, respectively. It
indicates that the number of records per user is the deciding
factor in the uniqueness of mobility data. In another word,
the root cause of highly unique mobility data is each
individual has too many mobility records.

Fig. 3. Privacy exposure to re-identification attack.

Fig. 4. Privacy exposure to probabilistic attack.

Fig. 5. Naive spatio-temporal generalization does not work in preventing
linkage attacks on check-ins.
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On the other hand, check-in records are inherently differ-
ent from mobility data in terms of number of record, where
check-ins are two magnitude fewer than mobility records in
both datasets. It inspires us that the root cause for highly
unique check-ins could be too few “crowd” for users to hide
into, i.e., the number of check-ins in total is too small. To
validate this effect, we add in additional mobility records
randomly sampled from mobility datasets into check-in
dataset, and present the uniqueness of check-ins with differ-
ent amount of additional mobility records in Fig. 7. From
the results, we find out that the uniqueness of check-ins
decreases rapidly when moderate amount of additional
mobility records are added in. Specifically, when 1 � 100
percent total mobility records are added, the uniqueness of
check-ins decreases from 82 to 58 percent in WeChat dataset
and from 79 to 52 percent in Weibo dataset, respectively.
These results indicate the root cause of highly unique
check-ins is the sparsity of check-ins, which is in consistent
with our assumptions. These analyses reveal an insightful
finding that the root causes for high uniqueness in mobility
data and check-ins are the exact opposite—too many mobil-
ity data and too few check-in records.

Inspired by these observations, we propose to measure
the privacy sensitivity of check-ins as the uniqueness of
check-ins in the context of additional mobility data. Specifi-
cally, a user’s check-ins are unique if they do not co-locate
with any other users’ check-ins or unreported mobility
records. We remark that the check-in uniqueness in the
context of additional mobility data is a more fine-grained
measurement on the privacy sensitivity compared with
only looking at check-ins. The reason is that adversary
cannot achieve unique linkages on users when their check-
ins co-locate with other users’ unreported mobility records,
even if they are unique by only looking at check-ins. The
uniqueness measured solely on check-ins is actually an
upper bound of privacy sensitivity estimated with incom-
plete information.

To showcase the potential performance gain by including
additional mobility data, we present the comparison of pri-
vacy sensitivity estimation in Fig. 8. From the result in
Fig. 8a, we find out that in WeChat dataset the check-in
uniqueness measured with additional mobility data is
58 percent, which is significantly lower than the 86 percent
measured among solely check-in records and 95 percent
measured among solely mobility data. Similar results are
also observed in Weibo dataset. In addition, Fig. 8b and 8c
demonstrate that in both WeChat and Weibo dataset the
uniqueness of check-ins measured with mobility data
decreases significantly faster when spatial and temporal
generalization is applied. These fine-grained privacy sensi-
tivity measurements not only help us to better quantify the
privacy exposure in posting check-ins, but also has the
potential to facilitate better-informed privacy preserving
mechanisms.

6 SOLUTION

We first formally denote the variables we use throughout
the paper. Then, we describe three basic sanitizing opera-
tions and check-in utility cost function that our system is
built upon. Finally, we design an algorithm, denoted by
kt;l-merge, to efficiently implement kt;l-anonymity on check-
in data, and further propose a partition-and-group algorithm
to optimize check-in utility under privacy guarantee.

6.1 Definitions

Formally, we define the additional mobility data of user i as
Ri ¼ rim

� �
, where rim is the mth record of user i. It can be

expressed as a tuple rim ¼ ðxi
m; yim; timÞ, with xi

m, y
i
mand tim

denoting the longitude, latitude and time stamp, respec-
tively. On the other hand, we denote the check-in records as
Ci ¼ cim

� �
, where cim is themth check-ins of user i. Since the

check-in records after sanitization may have various spatial
and temporal resolution, cim is defined as ðx̂i

m; Dx̂im; ŷim;
Dŷim; t̂im; Dt̂imÞ, with ½x̂i

m; x̂i
m þ Dx̂i

m� � ½ŷim; ŷim þ Dŷim�

Fig. 6. Uniqueness of check-in and mobility data on different number of
records.

Fig. 7. The impact of additional mobility data on check-in uniqueness.

Fig. 8. Check-in uniqueness measured with additional mobility data. Solid line denoting WeChat dataset and dash line denoting Weibo dataset.

XU ET AL.: NO MORE THAN WHAT I POST: PREVENTING LINKAGE ATTACKS ON CHECK-IN SERVICES 625

Authorized licensed use limited to: Hong Kong University of Science and Technology. Downloaded on April 02,2022 at 02:16:47 UTC from IEEE Xplore.  Restrictions apply. 



and ½t̂im; t̂im þ Dt̂im� denoting the coverage in spatial and
temporal dimensions, respectively.

6.2 Basic Operations

To accommodate the requirement of truthfulness at record level,
we limit our data sanitizing techniques to generalization and
suppression, i.e., addressing the privacy problem by reducing
check-in’s spatiotemporal resolution or leaving out check-ins.
Such operations avoid adding noises to check-in records that
may displace users to places they never been to or injecting
fabricated check-ins, which maintains the integrity of check-
ins and avoid compromising their social figures. On the other
hand, to effectively defend against probabilistic attack, we also
define a diversity check operation to ensure the diversity on
sensitive information within anonymity groups. Specifically,
the basic operations are described as follows:

Generalization.Generalization is to reduce spatial and tempo-
ral resolution of check-ins so that they overlap with other
user’s check-ins or unreported mobility records. In this way,
the adversary can no longer uniquely link the check-ins with
anonymous mobility data, which effectively prevents the re-
identification attacks. We define the generalization operation as
Gðc? ; r? Þ, where c

?
and r

?
are check-in and other user’s mobil-

ity record, respectively. This operation will output generalized
check-ins, which is demonstrated in Fig. 9a.

Suppression. When the spatial and temporal resolution of
check-in records are too low, their utility is diminished. In
real-world scenario, some “outlier” check-ins may require
significant generalization to prevent re-identification attacks,
which renders the check-ins useless. Specifically, suppression
operation Sðc? Þwill return true for leaving out the check-ins
c
?
when spatial coverage exceed Au or temporal coverage

exceed Tu. That is, the system will recommend users not to
post such check-ins. The suppression operation is demon-
strated in Fig. 9b. Without loss of generality, Au and Tu is set
to 1000 km2 and 120 hours, respectively.

Diversity Check. We define diversity check operation as
Dð R

?f g; t; lÞ, with R
?f g denoting the unreported mobility

records of the inspected anonymity group. The illustration of
diversity check is presented in Fig. 9c. Specifically, the operation
search the total time duration with a sliding time window of
duration t and step length of minimal time resolution Dt.
Then, it computes the number of distinct locations in each
time window with each individual contribute at most one

distinct location. If there is a timewindowwith less than l dis-
tinct locations than the operation returns false for failing the
diversity check, otherwise it returns true for passing.

6.3 Cost Function

Specifically, the cost function is defined as a linear combina-
tion of the spatial and temporal coverage of the investigated
check-in, which can be computed as follows,

UðcimÞ ¼
�a �

ffiffiffiffi
A
p þ �t � T; if A < Au and T < Tu;

�a �
ffiffiffiffiffiffi
Au

p þ �t � Tu; otherwise;

(

where A ¼ jDx̂i
mj � jDŷimj and T ¼ jDt̂imj denote the spatial

and temporal coverage of generalized check-in. �a and �t

are designed to weigh the spatial and temporal factors. In
this study, we set both �a and �t to 0.5, which indicates 1 km
diameter of spatial coverage and 1 hour temporal coverage
map to similar cost. In addition, since the check-ins are sup-
pressed if their spatial coverage exceed Au or temporal cover-
age exceed Tu, we set cost function at maximum value to
represent complete lost in utility.

6.4 Achieving kt;l-anonymity

Now, we describe how to attain kt; l-anonymity within a
given user group. The remaining problem is finding
the optimal set of mobility records each check-in should
generalized upon, in order to minimize the overall cost on
check-in utility. To that end, we propose a greedy algorithm
kt; l-merge to achieve kt; l-anonymity while minimizing utility
cost, which is presented in Algorithm 1.

The algorithm first performs diversity check on the given
user group, and only proceed to merge if they pass the
check. The diversity on unreported mobility records is
ensured by searching for legitimate user groups on whole
user population, which is beyond the scope of kt; l-merge
algorithm and will be addressed by following components.
After that, the algorithm enumerates through all the users
within the group, and find an optimal mobility record from
each user for the check-in to generalize with. This process
effectively ensures the check-ins of each individual cannot
be exploited to distinguish them from the rest of the group,
while keeping the diversity on unreported mobility records
within the group, i.e., achieving kt; l-anonymity.

Fig. 9. The illustrations of three basic sanitizing operations.
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Algorithm 1. kt; l-merge Algorithm

Input: Check-in data C, mobility data R
Input: Anonymity k, diversity l, time window t

Output: Sanitized check-in data Ĉ
ifDðR; l; tÞ ¼¼ false or jCj < k then
Return false;

else
Ĉ C;
foreach i; j 2 Ĉ; j 6¼ i do
foreach c

? 2 Ĉ½i� do
r
?  argmin8r2R½j�U Gðc? ; rÞð Þ;
c
?  Gðc? ; r? Þ;
Ĉ½i�:updateðc? Þ;

foreach c
? 2 Ĉ½j� do

r
?  argmin8r2R½i�U Gðc? ; rÞð Þ;
c
?  Gðc? ; r? Þ;
Ĉ½j�:updateðc? Þ;

Return Ĉ;

6.5 Partition-and-Group Framework

One key problem in optimizing the privacy mechanism on
large scale check-ins is how to partition the user population
into optimal anonymity groups. The check-in utility will be
significantly improved by carefully classifying the users
into numerous small anonymity group that passes diversity
check compared with putting all of them in one group. We
use the word “legitimate” to refer to the anonymity groups
that pass the diversity check. Achieving the optimal partition
of user population requires enumerate all the legitimate
anonymity group, which is a NP-hard problem and cannot
be readily solved in real-world scenario. We design a novel
partition-and-group framework to efficiently optimize the
check-in utility through a “divide-and-conquer” manner.
The idea is to iteratively break down the user population
into two small subsets until the minimum legitimate anonym-
ity groups are met, which is illustrated in Fig. 10. An impor-
tant problem is determining whether a anonymity group is
minimum legitimate anonymity group, i.e., the anonymity
group cannot be divided into smaller subsets that all pass
diversity check. We exploit a convenient property of diversity
check to address this problem, which is formally described
in the following proposition.

Proposition 1. If an anonymity group does not pass the diver-
sity check, then any subsets of this anonymity group will not
pass diversity check.

Proof. Suppose the unreported mobility records of an ano-
nymity group do not pass the diversity check of parame-
ters ðt; lÞ. Based on the definition of diversity check, there
exist at least one time window ½t; tþ t� that the number
of distinct locations is less than l. Since the number of
distinct locations increases with number of users mono-
tonically, any subsets of inspected anonymity group will
have less than l distinct locations in ½t; tþ t�. Therefore,
any subsets of inspected anonymity group will not pass
the diversity check. tu

Algorithm 2. Partition-and-Group Algorithm

Input: Check-in data C, mobility data R
Input: Anonymity k, diversity l, time window t

Output: Sanitized check-in data Ĉ
foreach i; j 2 C; j 6¼ i do
C

?  kt; l-mergeðC½ i; jf g�;R½ i; jf g�; 2; 0; 0Þ;
W ½a; b�  sumð½Uðc? Þj 8 c

? 2 C
? �Þ;

checkin stack:insertðCÞ;mobility stack:insertðRÞ;
stop false;
while stop 6¼ false do
C

?  checkin stack:popðÞ;
R

?  mobility stack:popðÞ;
if ! divide-2-group(C

?
;R

?
;W; k; l; t) then

checkin group:insertðC? Þ;
mobility group:insertðR? Þ;

else
C1;C2;R1;R2  divide-2-group(C

?
;R

?
;W; k; l; t);

checkin stack:insertð C1;C2f gÞ;
mobility stack:insertð R1;R2f gÞ;

if checkin stack ¼¼ ; then
stop true;

while checkin group 6¼ ; do
C

?  checkin stack:popðÞ;
R

?  mobility stack:popðÞ;
C

?  kt; l-mergeðC?
;R

?
; k; l; tÞ;

Ĉ:insertðC? Þ;
Return Ĉ;

The above proposition guarantees that an anonymity
group is minimum legitimate anonymity group if it cannot be
further divided into two legitimate subsets, since any subsets
of anonymity groups that cannot pass diversity check will
not pass the diversity check. Build upon this proposition, we
design the partition-and-group framework with the pseudo-
code presented in Algorithm 2. Specifically, it first computes
the cost matrix W , with W ½i; j� filled with the cost of achiev-
ing 2-anonymity on the check-ins of user i and j with
kt; l-merge algorithm. Then, it iteratively partition each ano-
nymity group into two subsets with divide-2-group algorithm,
and when an anonymity group cannot be divided further it
is considered as a final anonymity group. Finally, we apply
kt; l-merge algorithm on each final anonymity group to ensure
all users are protected by kt; l-anonymity.

In addition, the pseudocode of divide-2-group algorithm is
presented in Algorithm 3. It first selects out a user i with
maximum total cost to other users within the group, and it
further selects out a user jwith maximum cost to user i. The

Fig. 10. Illustration of partition-and-group framework.
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selected out users are considered as the pivots of two sub-
sets. Then, the algorithm iteratively picks one remaining
user with minimum cost to these two pivots to join their
groups until the input anonymity group is equally divided.
After that, the diversity check is performed on both generated
anonymity groups. If both anonymity groups are legitimate,
then return them as partition result. Otherwise, if both
groups fail the diversity check, the input anonymity group is
deemed unable to be further divided according to Proposi-
tion 1. On the other hand, if only one anonymity group
passes the diversity check, the failed group keeps borrowing
one most distant user from the succeed group, until them
both pass or fail the diversity check.

6.6 Complexity Analysis

Partition-and-group framework consists of three stages:
ðiÞ computing the cost matrixW . ðiiÞ deriving final anonym-
ity groups through iterative divisions. ðiiiÞ attaining
kt; l-anonymity on each anonymity group with kt; l-merge
algorithm. We denote the number of user as N , the average
number of check-ins and mobility records of each user as
�q and �p, respectively. Now, we analyze the computation
complexity of each stage.

Algorithm 3. Divide-2-Group Algorithm

Input: Check-in data C, mobility data R
Input: Cost matrixW
Input: Anonymity k, diversity l, time window t

Output: Groups of records C1;C2;R1;R2

i argmaxm sumðW ½m; :�Þ;
j argmaxm W ½i;m�;
C1;C2;R1;R2  partition equallyðC;R;W; i; jÞ;
stop false;
while stop 6¼ false do
if jR1j < k or jR2j < k then
Return false;

else if ! ðDðR1; t; lÞ or DðR2; t; lÞÞ then
Return false;

else if ! DðR1; t; lÞ then
C1;R1  borrow one userðC2;R2Þ;

else if ! DðR2; t; lÞ then
C2;R2  borrow one userðC1;R1Þ;

else
stop true;

Return C1;C2;R1;R2;

In the first stage, the cost matrix is computed by invoking
kt; l-merge for N2 times. Each time the kt; l-merge need to go
through the mobility records and check-ins of two users.
Therefore, the overall computation complexity for the first
stage is OðN2�q�pÞ. Instead of going through all the mobility
records, the kt; l-merge algorithm can only considered the
feasible choices, i.e., the mobility records within spatial cov-
erage Au and temporal coverage Tu from target check-ins.
Such queries can be achieved in constant time with a hash
map function. In addition, the number of check-ins per
users is often several magnitude smaller than user number
N in practice. Therefore, the actual complexity of the first
stage can be approximated as OðN2Þ. In the second stage,
the number of layers in the division tree is less than log2ðNÞ
because of the binary division, and each layer can be

computed in linear time of user number N . Therefore, the
overall complexity of the second stage is OðNlog2ðNÞÞ.
Finally, we assume the users population are partitioned into
m groups, and the average number of users in each ano-
nymity group is N=m. With previous mentioned hash map
functions, the average computation complexity of kt; l-merge
on each anonymity group is OðN2=m2Þ, and hence the over-
all complexity is OðN2=mÞ. Therefore, the overall computa-
tion complexity of partition-and-group framework is OðN2Þ.
The proposed solution can be readily deployed in quadratic
time of user population. More importantly, all three stages
of the proposed framework are highly parallelizable, which
ensures they are scalable to large user population.

7 EVALUATION

7.1 Performance Comparison

Our solution, denoted by PNG, aims to achieve kt; l-
anonymity to prevent both re-identification attack and probabi-
listic attack. In order to show its superiority, we consider
two baselines, i.e., PNG(wo) and GLOVE. PNG(wo) is a
degraded version of PNG, in the condition that only
k-anonymity is guaranteed to defend re-identification attack.
On the other hand, GLOVE [6] is a state-of-art solution to
achieve same privacy guarantee as PNG(wo). Note that there
are several differential privacy based privacy techniques in
mobility data protection [26], [31]. We do not compare these
models because they are dedicated to protecting certain
mobility records, and provide no guarantee against linkage
attack, e.g., achieving k-anonymity. To compare the perfor-
mance of these three solutions, we utilize three metrics of
average temporal resolution, average spatial resolution and
average utility cost of the sanitized check-ins. Note that
GLOVE cannot be scalable to large populations due to
the high computation complexity. In order to ensure fair
comparison, we measure the performance of these three
solutions based on two subsets with 5,000 users that are ran-
domly sampled from the two investigated datasets, respec-
tively. Note that the Weibo dataset covers a period of one
week, while WeChat dataset covers a period of one month.
It allows us to evaluate the model’s performance on datasets
with different characteristics.

We show the performance comparison of these three sol-
utions with different values of k and l( = k/2) in Figs. 11 and
12. We can observe that our PNG solution outperforms the
other two baselines in all privacy settings. With 4-anonym-
ity and 2-diversity on Weibo and WeChat datasets, the aver-
age temporal resolution of sanitized check-ins is 23 h and
48 h, while the spatial resolution is 11 km and 12 km,
respectively. Such spatial and temporal resolution is suffi-
cient to meet user’s need in documenting their daily life.
However, the average spatial and temporal resolution for
PNG(wo) is much higher, and most of sanitized check-ins
from GLOVE are too coarse-grained to use with the average
temporal resolution reaches as much as 104h. Similar results
are observed in average spatial resolution. Furthermore,
when it comes to the average utility loss, PNG has 24 and
53 percent improvements in the comparison with PNG(wo)
and GLOVE on WeChat dataset. In addition, PNG has 27
and 57 percent improvements in the comparison with PNG
(wo) and GLOVE on Weibo dataset. In summary, all these
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results have demonstrated that our proposed PNG solution
can significantly reduce check-in utility loss even with a
stricter privacy criterion kt; l-anonymity is met.

To showcase the privacy gain of the proposed model, we
compare the privacy exposure to the re-identification attack
and probabilistic attack in Figs. 13 and 14, respectively.
From Fig. 13, we observe that the medium value of anonym-
ity set size increases from 1 to 3795 in WeChat dataset and
from 1 to 5000 in Weibo dataset. It indicates the privacy
exposure to re-identification attack is dramatically reduced,
since an average user is protected by an anonymity set of
more than 3795 users after the sanitization which makes it
improbable for adversaries to uniquely re-identify them.
As for the probabilistic attack, Fig. 14a shows 87.9 percent
of unreported locations can be inferred with 60 percent
accuracy in original WeChat datasets which is reduced to
42.2 percent after the sanitization. Similar observation is
made in Fig. 14b that the percentage of locations can be
inferred with 60 percent accuracy reduced from 92.1 to
0.6 percent after the sanitization. It showcases the proposed
model is effective to prevent probabilistic attack.

To shed light on the empirical runtime, we conduct
experiments on the proposed PNG model and GLOVE on
datasets with different number of users and parameter k,

and display the empirical runtime in Fig. 15. Note that the
experiments are performed with a Intel Xeon E5-2650 CPU.
We can observe that the PNG model is consistently more
efficient than the GLOVE model in terms of consuming less
CPU runtimes across all datasets and parameter settings. In
addition, Fig. 15a shows the runtimes of both PNG and
GLOVE model increase with the number of users, and more
importantly the ratio between them increases from 2.8 to
34.74 as the number of users increases from 2500 to 10000. It
indicates our proposed model can further save computation
time as the dataset scales up. On the other hand, Fig. 15b
shows the parameter k does not significantly impact on the
overall computation runtimes, which is consistent with our
previous complexity analysis.

7.2 Impact of System Parameters

Nowwe analyze the impact of three key system parameters,
i.e., k, l and the hyper-parameters of the cost function, on the
performance of our PNG solution. To avoid redundancy, we
only demonstrate results on WeChat dataset, similar obser-
vations are made in Weibo dataset.

First, we measure the performance of PNG with different
settings of k and l, and show the results in Fig. 16. With a
fixed 2-diversity, the average temporal resolution, spatial

Fig. 12. The performance comparison between our solution and baseline on Weibo data.

Fig. 11. The performance comparison between our solution and baseline on WeChat data.

Fig. 13. The comparison on privacy exposure to re-identification attack
before and after sanitization.

Fig. 14. The comparison on privacy exposure to probabilistic attack
before and after sanitization.
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resolution and utility cost increase monotonously as k
grows from 2 to 14. However, further increase of k does not
result in a significant check-in utility degeneration, suggest-
ing that achieving a stricter privacy guarantee will only
cause limited margin check-in utility loss. In other words, it
indicates our solution can achieve favorable check-in utility
when strong privacy protection is needed. As for probabilis-
tic attack, a lager l indicates stronger privacy protection. For
both WeChat and Weibo datasets, a larger l will also cause
additional check-in utility loss. However, the additional
utility cost for preventing probabilistic attack is much smaller
when k is of higher value. It indicates the PNG framework
provides efficient solution to defend both re-identification
attack and probabilistic attack.

Second, we also evaluate the impact of the cost function
hyper-parameter on the model’s performance, i.e., the
impact of �a and �t. Since only the ratio between them mat-
ters in the optimization process, we measure the perfor-
mance of PNGwith the ratio ranging from 3 to 1/3, which is
demonstrated in Fig. 17. As the ratio between �a and �t

decreases from 3 to 1/3, we can observe the temporal reso-
lution decreases from 94.69 to 77.99 and the spatial resolu-
tion increases from 19.79 to 22.79. It indicates the hyper-
parameter �a and �t can indeed tune the PNGmodel to opti-
mize the spatial resolution and temporal resolution,
respectively.

7.3 Performance on Datasets with Different
Characteristics

First, we measure the proposed PNG model’s performance
on the datasets with different characteristics to examine its
robustness in different scenarios. Fig. 18a shows the utility
cost consistently decreases from 56.57 to 42.28 as the num-
ber of users increase. It indicates users can enjoy higher
check-in utility with same privacy criterion when more
users join the service, which is probably because each user
can find a more suitable anonymity group as the overall

user population increases. On the other hand, we measure
user’s mobility characteristics as the number of check-in
records and radius of gyration, which is each user’s activity
area measured by their mobility records’ standard deviation
from the central locations of them. We show the perfor-
mance variation with these two characteristics in Fig. 18b
and 18c, respectively. We can observe that users with only
one check-in and 0 radius of gyration have higher utility
cost, while the utility cost on other user groups does not
vary significantly. It implies it is more difficult to protect
users with only one check-in, but performance generally
does not vary with the mobility characteristics.

Second, we also evaluate the impact of the amount of
additional mobility data. Generally speaking, with more
complete knowledge about user’s mobility behavior, the
system is able to better measure the privacy sensitive of
each check-in record and derive better privacy solutions.
The results of different percentages of additional mobility
data are shown in Fig. 19. In Fig. 19a, we can observe that
only 20 percent additional mobility data in WeChat dataset
grants the system a 28.6 percent performance boost in
check-in utility. In addition, when more than 60 percent
additional mobility data is provided the performance
of system gradually reaches a relative high point, with
30.9 percent utility improvement compares with no addi-
tional mobility data. Similar results are observed on Weibo
dataset, which is shown in Fig. 19b. To conclude, the above
evaluation verifies our intuition that moderate amount of
additional mobility data can lead to significant check-in
utility improvement, which showcases the feasibility of our
system in real-world scenario.

7.4 Discussion

Implications for Check-In Service Providers. The immediate
implication of our study is that publilc check-ins suffer severe
privacy exposure to linkage attacks. Adversary is able to learn
additional knowledge about users beyond the check-ins they
post by correlating the check-ins with other anonymous

Fig. 15. Empirical runtime on datasets with different number of users and
parameter k.

Fig. 16. The performance of our algorithm under different k and l on WeChat dataset.

Fig. 17. Impact of hyper-parameters of the cost function.
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mobility datasets. Naive generalization techniques cannot
effectively prevent such attacks while maintaining reasonable
check-in utility. However, we also demonstrated that check-
in service providers can more accurately measure the privacy
sensitivity of check-ins by leveraging additional mobility
records of users. Furthermore, we showcase the information
of additional mobility data can be exploited to significantly
improve check-in utility.

Implications for Individual Users. The most insightful
implication for individual users is that there exists two
trade-offs in privacy-preserving check-in service. First, indi-
vidual may choose to improve the privacy level of their
check-ins by posing check-ins with coarse-grained spatio-
temporal resolutions. However, moderate privacy gain
often requires significant check-in utility sacrifice. Second,
users may effectively increase the utility of check-ins while
enjoying the same privacy level by allowing check-in ser-
vice providers to collect some additional mobility data,
which can be limited on insensitive areas. Such findings
may transform users’ attitude toward check-in service
providers’ data collection, and form new kind of partner-
ship between users and check-in service providers to
defend linkage attacks.

Limitations. First, our analysis on check-in utility is still
coarse-grained. For instance, check-in records in different
regions, e.g., rural area and urban area, could have different
contribution to the overall utility. Such fine-grained model-
ling requires in-depth user study, which we leave as our
future work. Second, the currently proposed privacy frame-
work is not specialized for longitude attacks. For example, a
current secure check-in may be vulnerable in the future due
to unpredictable human mobility. An intuitive method to
address this problem is to design a sliding window algo-
rithm to bound the privacy leakage in each window by a
given budget.

8 CONCLUSION

In this paper, we investigate the problem of understanding
and defending the linkage attacks on check-in services.
Through extensive empirical analysis on two real-world
datasets, we make important observations that the actual pri-
vacy sensitivity of check-ins is significantly smaller than one
would expect from the uniqueness of check-ins, which can
be better measured by introducing additional mobility data.
Inspired by these findings, we design a novel partition-and-
group framework that integrates the information of check-ins
and additional mobility data to provide privacy-preserving
and useful check-in service. Evaluation results show that the
proposed framework significantly outperforms state-of-art
baseline in terms of improving the check-in utility by 24�57
percent and providing stronger privacy guarantee in the
same time. We believe our study opens a new angle on mea-
suring and preserving user privacy on check-in services.
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